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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the security aspect of eLCS architecture enhancement.
3
Detailed proposal
*** BEGIN CHANGES ***
Key Issue #X: The security aspacts of eLCS architecture enhancement
5.X.1
Description
The LMF implement all LCS related functionalities in E-SMLC in EPS. It manages the overall coordination and scheduling of resources required for the positioning of a UE that is registered with or accessing 5GCN. It is responsible for calculation or verification a final location and any velocity estimate of the target UE. It also interacts with the UE or NG-RAN in order to exchange and obtain location information applicable to UE. In EPS, The E-SMLC may provide broadcast assistance data via E-UTRAN in ciphered or unciphered form and forward any ciphering keys to subscribed UEs via the MME. Suppose the function of broadcasting assistance data is deployed in the LMF, the LMF should also address the security process related the UE positioning.
In addition, the LMF in RAN architecture has been proposed in TR 23.731.  In Solution 15, the split Location Management (LM) in the NG-RAN (the LM capabilities assigned to the NG-RAN and UE respectively) has been proposed. And in solution 26, the local LMF architecture in the NG-RAN ((the LM capabilities assigned to the NG-RAN) has been also proposed. In both of the two solutions, the function of the LMF is listed and described . While the security factors are not considered. During the discussion in last SA2 meeting, some companies raised the concern on whether there is security risk for location management functionality in NG-RAN. 
Assume that the broadcasting of assistance data function is provided by the LMF, the following issues should be studied:
· Whether there is any impact on security and the corresponding solution for the scenarios of RAN-LMF.
5.X.2     Security threats analysis
Lack of security analysis and solution for the broadcast assistance data in case of RAN-LMF. 
5.X.3
Potential security requirements

-
It needs to protect broadcast location assistance data with integrityfor the LMF in RAN.

-
It needs to protect broadcast location assistance data with confidentiality for the LMF in RAN.

*** END OF CHANGES ***

